
Table 1. What data we collect, why, and on what basis

Legal Basis 
for 

Processing

Purpose of 
Processing

Retention 
Period

Method of 
Processing

Whose 
Data

Data Type

account creation

user identification


communication

payment verification 

and confirmation

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

email Parent

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Child

Until the 
purpose of the 
processing is 

achieved or for 
3 years

performance 
of the 

contract

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

ip-address

Intuitive and user-
friendly application 

interface

High-quality service 

delivery

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

the language set 
on the device

All users

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

name

Cookies for 
website 

personalization

Information 
about purchased 

subscriptions

the number and 
total amount of 
payments made

Payment verification

Fraud prevention


Analytics

Accounting and 

reporting

Payment verification

Fraud prevention


Analytics

Accounting and 

reporting

Legitimate 
interest
 

Legitimate 
interest

Until the 
purpose of the 
processing is 

achieved or for 
3 years

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Parent



Data Type Purpose of 
Processing

Legal Basis 
for 

Processing

Retention 
Period

Method of 
Processing

Whose 
Data

collection, storage, 
systematization, 

modification, use, 
blocking, deletion, 

anonymization

All users

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Ребенок

tasks that a child 
performs at a 

parent’s request

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

All users

the names of the 
installed apps provision of service 

features

performance 
of the 

contract

Until the 
purpose of the 
processing is 

achieved or for 
3 years

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Child

time spent using 
mobile apps 

installed on the 
device

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Information 
about the 

locations users 
visit

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Places on the 
map selected by 

users

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

All users

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

location data

WiFi network 
information

the child's age

Battery charge



Data Type Purpose of 
Processing

Legal Basis 
for 

Processing

Retention 
Period

Method of 
Processing

Whose 
Data

Device travel 
speed

collection, storage, 
systematization, 

modification, use, 
blocking, deletion

Device 
geolocation 

settings on/off 
status

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

Type of 
movement (aka 

“physical activity 
data”)

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

time of 
movement start

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

All users

end of movement 
time

family members

provision of service 
features

performance 
of the 

contract

Until the 
purpose of the 
processing is 

achieved or for 
3 years

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

collection, 
storage, 

systematization, 
modification, use, 
blocking, deletion

collection, 
systematization, 

storage, 
modification, use, 
disclosure, cross-
border transfer, 

deletion 

collection, 
systematization, 

use, 
anonymization

collection, 
systematization, 

storage, 
modification, use

Child

collection, 
systematization, 

use

Currently active 
app

A set of dots 
from a video 
image on the 
child's device 

The history of 
the browser and 

its services 

Network Activity 
(NetworkExtens

ion (DNS/
HTTPS))



Data Type

device 
information

information 
about how users 

interact with 
links, buttons, 
and screens 
within the 

Service

information 
about the user's 
mobile network

Technical logs 

Purpose of 
Processing

analytics

provision of service 
features

Legal Basis 
for 

Processing

consent

performance of 
the contract

Retention 
Period

Until the 
purpose of the 
processing is 

achieved or for 
3 years

Method of 
Processing

collection, 
systematization, 

storage, use, 
anonymization

collection, 
systematization, 

storage, use, 
anonymization

collection, 
systematization, 

storage, use, 
anonymization

Whose 
Data

All users

Device IDs / 
Unique IDs for 

Advertisers
marketing consent

collection, 
systematization, 

storage, use, 
anonymization


